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Abstract: 

Access to a pool of programmable resources, such as storage space, applications, services, and 
on-demand networks, is made possible by cloud computing technology. Involving the cloud with 
the organization reduces its efforts to meet the needs of its customers. The Single Sign-On (SSO) 
method, which enables users to access various application services using a single user credential, 
is one of the key benefits of cloud computing. There are numerous problems and difficulties with 
cloud computing that need to be highlighted. However, protecting user agent privacy against 
security assaults is far more challenging. To combat security and privacy assaults, this study 
suggests SSO-based biometric authentication architecture for cloud computing services. Since 
end devices are computationally inefficient for processing user information during authentication, 
biometric authentication is effective for resources controlled by end devices at the time of 
accessing cloud services. As a result, the proposed design minimizes security attacks in cloud 
computing. An innovative strategy that establishes a one-to-one interaction between the user 
agent and the service provider is also included in the suggested design. In this case, user agents 
can use their fingerprint to access various cloud application services and seek registration. The 
highlights of the suggested architecture have been offered based on comparison analysis with a 
number of existing architectures. 

Keywords: Cloud security, Biometric authentication, Security algorithm, Privacy protection; 

1. Introduction 

Since it offers an adaptable and effective solution for many Internet-based services, cloud 
computing (CC) has experienced enormous growth over the past several years [1]. Organizations 
are required to store data or information in a location that is simple for stakeholders or authorized 
individuals to access. The best course of action in these circumstances is to store data in a cloud 
environment. This enables organizations to cost-effectively and easily share data with others [2]. 
Clients can use the cloud services of various programs by adopting CC rather than buying or 
installing the software on their own computers [3]. Although affordability and on-demand 
availability are the top two advantages of cloud computing, users' top worries are increasingly 
about trust and security. Highly sensitive data must be protected for corporate purposes, as well 
as frequently for ethical and legal reasons [4]. The main and necessary step in each application 
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to establish the legitimacy of the user is authentication [5].  

 One of the most exciting technological advancements in recent memory is biometric 
authentication, which has the potential to revolutionize how most people live. 

 Personal authentication using biometric technologies is a reaction to the growing need for 
security and authentication. Fingerprint recognition is the biometric authentication 
technique that is most frequently employed. 

 The automatic identification or identity verification of an individual utilizing either a 
biological feature or physiological features like a signature is referred to as biometric 
authentication. 

Two broad groups of biometric traits can be distinguished: 

1. Physiological Features: These traits relate to how the body is shaped. Among the traits, 
fingerprints have been utilized for over a century. Other examples include face recognition, hand 
geometry, and iris recognition. 

1. Behavioural features: These traits have to do with how people behave. The signature was one 
of the earliest traits to be utilized and is still often used today. 

 
Figure 1 – Classification of Biometric Recognition 

 

Users can securely authenticate and gain access to several applications and websites using the 
Single Sign-On (SSO) authentication technique by checking in using just a single username and 
password. For instance, accessing Google applications like Google Docs, Gmail, and Google 
Drive only requires a single sign-in to your Google account [6].  

Prior to SSO, each user had to remember a different password for each application in order to 
access the various applications offered by a single application service provider. As a result, users 
tended to remain with shorter passwords or reuse them across many applications, which is a 
security issue. Theoretically, SSO allows for the selection of a more complex password as just 
one need to be remembered [7]. In many services offered in a cloud environment, this strategy is 
thought to be more acceptable and competent. Furthermore, SSO benefits from user account 
management that is independent of cloud environments. There are three preferred SSO 
authentication methods: 
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1.1 Kerberos 

A trustworthy third party and a key distribution centre (KDC) are required components of the 
authentication protocol type known as Kerberos. This method creates a ticket that acts as an 
identification for requests for cloud permissions. The usage of third parties in the authentication 
process and key sharing by KDC are the fundamental weaknesses of the Kerberos protocol. 
Failure of the Key Distribution Centre (KDC) causes the authentication procedure to be delayed 
as well. 

1.2 Smart Card 

Smart cards are used to store user agent secret information. A user-encrypted smart card is 
provided by the registration entity with the aid of a smart card manufacturing device. The user 
logs in to the CSP login service site using an encrypted smart card. Without the needs to store 
and safeguard a lot of authenticate information, it can decrease the user's authentication time. 

1.3 One-Time Password (OTP) 

OTP is a two-factor authentication method that is effective for user verification authentication. 
Today's digital banking technology offers an OTP authentication tool to confirm the user's 
legitimacy. On the user's registered mobile number, an OTP is produced with a time limit. For it 
to function together, it needs a password, a physical token, and two key states.  

All three of these SSO authentication systems, nevertheless, have security flaws. One user 
credential will be used to access all SSO-independent cloud services. However, in this case, if the 
user's credentials are stolen just once, everything they have stored in the cloud could be lost. 
Therefore, using a biometric authentication mechanism for SSO purposes is preferable to using 
smart cards, OTPs, Kerberos, and other authentication methods since it is more difficult to 
compromise the security of a biometric system than other authentication methods. 

Enrollment and Verification are the two stages of every biometric authentication system [8]. The 
user's features are taken out throughout the enrollment process and entered into the database. 
During the verification stage, feature vectors from the database are compared to those retrieved 
from the user's features.   

Figure 2 demonstrates that fingerprints are the most popular biometric, accounting for 48.8% of 
the market. Both the public and private sectors of the global economy are growing with the 
biometrics sector. According to a Gigya survey of 4,000 consumers in the United States and the 
United Kingdom, 52% of buyers would prefer utilizing biometrics instead of passwords and PINs 
[26]. 



ISSN:2731-538X | E-ISSN:2731-5398 
Vol. 17 No. 02 (2023) 

 

 
 
 
 

 
9896  

 

Figure 2 - Comparison of market shares for various biometric authentication system [26] 

In general, biometric methods seek to recognize or confirm a person's identity using physical 
traits (such as a face, iris, fingerprint, DNA, or hand shape) and/or behavioural traits (such as 
speech, gait, or signature). For a fingerprint-based system, the pattern is established after birth, 
and even identical twins have unique fingerprints [9]. 

Users must use a public internet connection to access cloud services. These natural environments 
are susceptible to a number of harmful attacks. Distributed denial of service (DDoS) attacks, 
password spoofing, and message interception are the most significant vulnerabilities that need to 
be investigated in the context of cloud computing services as these providers use equipment with 
limited resources to offer clients with services and applications.  In addition, there are many 
different service providers in cloud computing, which makes user account management another 
problem. End devices that access cloud-based services are computationally inefficient due to 
resource limitations. In [10], an attempt was made to address the issue of DoS attacks by using a 
status bit of 0 (when the user logged out) and 1 (when the user logged in). But what if a single 
user targets cloud services by creating numerous accounts with unique IDs and launching DDoS 
attacks that significantly impede network and data accessibility? This is another issue that has to 
be discussed. It is advisable to offer security improvements that could improve the method's 
performance [10] and handle DoS attacks as well as issues like lost smart cards and password 
interception. Some biometric system vulnerabilities are show in figure 3 below. 

 

Figure 3 – Biometric System Vulnerabilities 

Figure 4 summarizes the sequence diagram of the authentication and authorization procedure in 
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the SSO system. The actions in this process are: 

1. User access request to the application. 
2. Request for sign-in information or, if you haven't registered yet, a sign-up form. 
3. Signing up or logging in, then providing the information to the authentication system. 
4. Generating a unique ID to each user, registering that ID in the system database, or looking 

up a registered user in the database used for authentication. 
5. User approval and notice to the user, or disapproval and notification for access denial. 
6. Providing the application the user ID. 
7. Establishing an access connection for this user ID to the service or application requested. 
8. Issuing the user an access link. 
9. Access to the requested application by the user. 

 

Figure 4 – Sequence Diagram of SSO 

This paper explores fingerprint-based authentication architecture as a defense against security 
and privacy assaults in the cloud computing platform. The simplest form of handling accounts 
for using the Single Sign-On (SSO) concept to access numerous application services with a single 
credential, it is suited for end devices with limited resources that are used to access the services 
and reduces security assaults. The rest of the paper is organized as follows: Section 2 of the article 
covers the associated work of the authentication framework in the cloud environment. Section 3 
discusses the proposed fingerprint-based authentication method and how it works. Section 4 
examines the suggested method's security and functionality, while Section 5 presents the paper's 
conclusion. 

2. Related Work 

Following the development of cloud computing, a number of proposed authentication methods 
to access cloud-based services have been made.  

The authors of paper [1] provided a review and multi-level feature analysis of 33 cloud 
environment simulators. They concluded from this assessment that none of them are perfect in 
every way and still require improvement. Utilizing different software or software combinations 
for specific optimization goals, such as load balancing and energy efficiency, is one method.  

Security and identification accuracy, two important (and competing) metrics for fingerprint-based 
biometric systems, are thoroughly reviewed in this study [09]. We have examined two types of 
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security-related attacks: those on user interfaces and those on template databases. Also included 
are defenses against these attacks and their defensive measures. Although recent developments 
in biometric templates protection and an improvement in recognition accuracy under less-than-
ideal circumstances, they noted that there are still plenty of unresolved problems that require the 
attention of biometric researchers. 

A number of cloud computing security measures are the topic of paper [11]. Although the vast 
majority of security measures provide an appropriate level of security, every gadget occasionally 
malfunctions. Deceptive technologies and user behaviour profiling are important elements of this 
strategy. In cloud computing, this technique helps with user behaviour tracking and predictions. 
Once the user has been located, it is possible to choose between sending the original data and a 
replica file that was generated dynamically utilizing deceptive technologies. As a result, the 
system's data will be protected, and encryption technologies may be used to further enhance 
security. 

The method suggested in [12] explained how biometric authentication has been extensively 
researched and put into use in both academic and professional settings to reduce the hassle of 
managing passwords and improve the usability of authentication systems. The risk of attacks, 
however, substantially reduces end users' acceptance of the existing solutions. The authors 
examined recent developments in biometric authentication and discovered that the majority of 
the solutions now in use had security and privacy flaws. According to this survey, it is crucial to 
increase the security and privacy of biometric authentication systems. 

In order to prevent theft of identities, Paper [13] presented a state-of-the-art survey of the various 
authentication techniques available in cloud environments. An effective authentication system 
that ensures security against data theft has been the focus of numerous research studies. In this 
paper, the contributions of each piece of work have been addressed, and the research methods 
used have been examined. 

A multimodal biometric authentication system is suggested in paper [14] to increase the security 
of data in cloud environments. A secret key is created by combining the features taken from the 
fingerprint, iris, and palm print in several steps, and then using the MD-5 hashing method, 
converting the result into a hash of characters and numbers. Then, using the secret key and the 
three symmetric key encryption methods DES, AES, and Blowfish, the data that needs to be 
safeguarded is encrypted. On the basis of the robustness of the encryption process, DES among 
them takes less time to execute, but AES performs better than the other two methods. The 
incorporation of human modes as a component of framing the security mechanism allowed this 
model to demonstrate its robustness in terms of data security. 

The first absolute fingerprint pre-alignment method based on deep learning was presented by the 
authors in this paper [16], and it has been demonstrated to attain competitive accuracy. Their 
solution definitely exceeds all other pre-alignment algorithms in terms of the accuracy of the 
rotation estimation and the quantity of big deviations from goal values compared to other 
published methods. As shown by the fuzzy vault technique, this is necessary to obtain realistic 
biometric performance in fingerprint-based cryptosystems. 

According to the authors of study [19], compared to passwords, PINs, or densely packed keys, 
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fingerprints are a highly resilient and dependable biometric template for the purpose of 
authentication. Additionally, it should be emphasized that there is a sizable variation between one 
individual's fingerprint specimens obtained at various times. As a result, it is assumed that the 
comparison task is probabilistic, which is actually the opposite of the exact matching of 
passwords or keys. False rejection rate (FRR) and false acceptance rate (FAR) are errors that can 
result from probabilistic matching and depend on a variety of factors, including the matching 
method. The two key processes that make up the system's core are improving fingerprint images 
and verifying a person's identity. 

The authors of paper [20] demonstrate how biometric user template protection procedures give 
the biometric data security. Since fingerprints are one of the most popular biometric qualities, it 
is necessary to design methods to safeguard fingerprint template data. In this research, a strong 
method to safeguard the fingerprint template is suggested. It creates a three-dimensional, non-
invertible fingerprint template based on various user key-sets by using the location of minute 
details and unique spots in the fingerprint image. In the suggested method, intra-class changes 
like rotation and translation have been taken into account. 

The major goal of this research study [22] is to convey the fundamental ideas of SSO and the 
method for putting those ideas into practice using JOSSO. Numerous security problems and 
assaults result from the interaction among users and service providers through the Internet. This 
research effort has implemented SSO in JOSSO, allowing users to access numerous apps on 
several servers with a single user credential. A single set of credentials could be used to access 
numerous applications via various servers, and SSO also offers security by thwarting the attacks 
that are covered in this paper. If the user gives the correct login information and logs in to one 
application, they won't need to do again in order to accessibility another application on a different 
server. The main cloud service providers have a tendency to deliver their services using the SSO 
approach. Multi-factor authentication (MFA) will be used in conjunction with single sign-on 
(SSO) as part of this project's future growth to improve security and fend off other assaults. 
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Table 1: Summary of the Existing Surveys 

 

Problems with the current methods:  

An attacker can use a skimming device to retrieve user information from a smart card, which can 
subsequently be used for authentication. 

1. If a user's smart card is misplaced, they can no longer be permanently authenticated. 
2. The service provider's OTP, which is utilized for authentication, can be interrupted by an 

attacker. 
3. One-time registration is only used to eliminate duplicate user IDs, but a DOS assault on 

the cloud can still be carried out by a single user with many registrations. 
4. The user may lose all of the data stored in the cloud if their smart card is lost. 
5. Adding a mechanism for password changes to the current system adds to the effort for 

IoT end devices. 
6. The manufacturing of smart cards involves exponential computation, which is bad for 

Internet of Things (IoT) devices with limited resources. 
7. Because the framework is hardware-based, there is still identity tracing and masquerade 

threats that can occur throughout the authentication process using the aforementioned 
method. 

3. Motivation and Research Gap 

It is evident from a survey of the literature that there are several strategies available for biometric 
authentication of user for accessing cloud services. 

The algorithms mentioned below are all symmetric in design. These algorithms all rely on the 
data owner to enter the encrypted data, which is now developed enough to be uploaded to cloud 
storage. Data must be encrypted before being sent to cloud storage because the technology is still 
in its infancy with regard to security, even though it isn't as safe as our desktop. 

One unanswered issue arises in this situation: Because we must always encrypt data before 
transmitting it onto cloud storage, why not create a system or algorithm that does it automatically? 
There is a void in the field as a result, and this work proposed an approach to fill it. 

4. Proposed Architecture 

A framework for fingerprint-based authentication is proposed in this study to lessen security and 
privacy risks in the cloud computing environment. It is suitable for end devices with limited 



ISSN:2731-538X | E-ISSN:2731-5398 
Vol. 17 No. 02 (2023) 

 

 
 
 
 

 
9901  

resources that are used to access the services and is the simplest method to manage user accounts 
for accessing various application services that use the Single Sign-On (SSO) concept, in addition 
to minimizing security assaults. The process flow of the fingerprint biometric authentication 
system is elaborated in figure 5 below: 

 

Figure 5 – Process Flow of Fingerprint System 

A live-scan fingerprint scanner may rapidly and easily acquire a digital fingerprint picture of a 
fingerprint. The majority of these scanners sample the pattern at 500 DPI (Dots per Inch) and 
provide an 8-bit grayscale raw image (see Figure 6) [27]. 

 

Figure 6 – Diagram of Fingerprint Biometric Recognition System [27] 

The framework can be applied to social media platforms like Facebook and Twitter to stop users 
from creating duplicate accounts. It can also be used to get rid of duplicate accounts and bogus 
accounts. The following organizations are included in the suggested architecture: 

1. User: An individual who requests to access cloud services 
2. Client: A computer, workstation, or other device with internet access and fingerprint 

scanning capabilities. A feature extractor process scans the biometric data to extract the 
feature vector as shown in (Figure 6) after the biometric sensor has scanned the user's 
fingerprint using fingerprint scan technology. 

X = (x1, x2, x3, x4, . . . . . , xn) 

3. The cryptographic module: It is in charge of encrypting requests sent to the Registration 
and Verification Server (RVS) via registration requests utilizing the user's private key 
Epru(X), password hashing algorithm h(pwd), and user id (Ui). The secured information 
is determined as stated in (2) when a client tries to log in to a cloud service provider (CSP). 

S = (EPucsp(Ui)(EPru(X)))  
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4. Registration & Verification Server (RVS): In charge of user and cloud service 
registration and verification. 

4.1 Registration Procedure:  

The user's public key from (3) and RVS's private key can be used to calculate the secured 
information S. 

S = (DPrrvs (Ui)h (pwd) (Dpuu (X))) (3) 

where S=secured data received from the user 

User Identity is Ui. 

one-way collision-free hash function, h 

Decryption utilizing the Registration and Verification Server's Private Key  

Dpuu stands for decryption using a user's public key. 

When RVS gets a request to register from an individual, it records an identity for the user that 
is decoded using the RVS private key, hashes the password, runs an encryption module with 
the user's public key, transforms the request via the verification module, and saves the 
outcome as a template to its database. Through a secure link, the user gets the registration 
reply from the responding RVS. Anybody can access cloud services by sending the SIDj 
(Cloud Service provider identity) to RVS, which is subsequently verified. The client receives 
a trust certificate as a result. 

4.2 Verification Process: 

The verification server in charge of confirming the user's fingerprint and identity. Si = Sj, 
where Si is the secured information given by the user during registration and Sj is the secured 
user information received by CSP, is what is matched when CAS forwards the user's request 
to the verification server. If the data is confirmed, an authentication response is sent to CAS. 

5. LS (Login Server): It offers a user interface via which they can access cloud services. A 
user can log in to the cloud service portal using their fingerprint and user id (Ui) if they 
want to use the cloud services. The login server sends requests to the authentication server, 
which uses S as described in (4) to confirm the user's legitimacy. 

S= (EPucsp(Ui)(EPru(X))) 

6. Authentication Server (AS): 

It authenticates the user who is attempting to access the cloud. CAS Decrypts (Sj= 
(DPrcsp(Ui)(DPuu(X))) and compares Ui and (X) against data they previously have stored. 
The system forwards the request for RVS if it is made for the first time. If the user is 
authorized and the AS received an authentication response from RVS, it set the status bit to 
1. If the user's request is not being sent for the first time, the system will check its database to 
see if the user's UI matches one that has already been stored, and the user's status bit will be 
examined. When a user enters the OTP that was sent to him by the CAS along with the trust 
certificate, the server checks his identification and sets the relevant user's status bit to 1. 



ISSN:2731-538X | E-ISSN:2731-5398 
Vol. 17 No. 02 (2023) 

 

 
 
 
 

 
9903  

7. Application Server (AS): Offers the users the necessary applications, services, and data.  
 

8. IoT Devices: A variety of IoT devices that can be found at the user or server end can 
provide real-time data to cloud servers. 

4.1. Working method 

Users must send a request containing their fingerprint scan, hashed password, and registration 
details to the registration and verification server in order to use cloud services for the initial 
instance. The feature extractor identifies and recovers the unique feature of the fingerprint when 
the client obtains the fingerprint scan. After being encrypted with the encryption key, these 
extracted features are subsequently transmitted to the registration and verification server through 
a secure connection. If the client is not previously registered, the data will be saved as a template. 
This encryption module is delivered to the registration and verification server, which then applies 
transformation and vector computation.  When the biometric device is registered, the user can 
send a login request using the registered finger scan. The feature extraction and encryption 
modules follow behind the client, which is in charge of scanning. The CSP Login server also 
receives a login request. To verify the client's information, the Login Server sends the request to 
the Cloud Authentication Server, that approves it and passes it. When a client makes an initial 
request for cloud services, the authentication server forwards this fingerprint template to the 
registration and verification server. If the user has already requested cloud services, however, the 
authentication server authenticates itself by checking and updating the status bit. When the CSP 
asks the registration and verification server to validate a user, the server checks the template to 
modules that have previously been entered into their database. In the event that a match is found, 
it validates the user's credentials and sends them over a secure channel to the CSP. Upon verifying 
the user, the authentication server provides access to the cloud services that are appropriate for 
that particular user. Consequently, in the event that the user's request for a single login is 
approved, they will be able to access multiple Cloud Services via single Sign-On (SSO). The user 
can use his password credentials to send a request to the RVS to modify his fingerprint number. 
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Figure 7 – Proposed Architecture 

4.2. User Agent Registration Algorithm 

Figure 2 shows how users can sign up for this algorithm through the Registration & Verification 
Server (RVS). For biometric authentication, the user first submits fingerprints to RS, which are 
later verified against the database. The agent registration request is denied by RVS if the same 
fingerprints are already present in the RS; otherwise, the fingerprints are saved in the database 
and registration is successful. 

INPUT: Users Provide Private Information  

USER PROVIDE FINGERPRINT TO RS  

IF (FINGER_PRINT == EXIST)  

RVS DENY USERS  

END IF  

ELSE IF (NEW_USER == TRUE)  

RVS SAVE FINGER_PRINT  

REGISTRATION SUCCESSFUL  

RVS FORWARD TO AS  

THEN,  
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AS SAVE THE_INFO ON ITS DB  

END ELSE IF  

ELSE  

GO_TO_END  

END ELSE  

OUTPUT: Users Registered  

4.3. Authentication Algorithm 

The second algorithm addresses the verification and validation of the user. Figure 3 illustrates 
how the user provides information to the AS using biometric authentication. Based on the 
authentication information stored in databases at AS, a decision is taken regarding authentication. 

INPUT: Users provide Login Information  

USER PROVIDES PRIVATE_INFO TO AS  

IF (FINGER_PRINT == TRUE)  

IF (STATUS_BIT == 0)  

STATUS_BIT = 1;  

USER IS ALLOWED;  

END IF  

ELSE  

USER IS DENYED  

END ELSE  

END IF  

ELSE  

USER IS BLOCKED  

END ELSE  

OUTPUT: Users Logged into the Cloud  

4.4. Service provider Registration Algorithm 

The service providers are registered using the registration ID provided to RVS by the cloud 
service provider. As seen in figure 4, the RVS issues a trust certificate after the cloud has been 
verified. 

INPUT: Service Provider Request for Registration  

CLOUD SENDS REGISTRATION ID TO RVS  

RVS VERIFIES THE CLOUD AND PROVIDE TRUST CERTIFICATE  

RVS FORWARDS THE CLOUD INFO TO AS  
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OUTPUT: Service Provider Registered  

4.5. Service Access Algorithm 

The duration as well as status of the login and logout times are tracked by the service access 
algorithm. The method can be expanded to include additional data based on the needs of the 
customer, such as the authentication key and service provider resource access. Figure 5 depicts 
the overall service access technique. 

INPUT: Login Information  

IF (LOGIN == TRUE)  

STATUS_BIT = 1;  

END IF  

ELSE IF (LOGOUT == TRUE)  

STATUS_BIT = 0;  

END ELSE IF  

ELSE  

USER BLOCKED  

END ELSE  

OUTPUT: Accessing Cloud Services  

5. Analysis of Security and Functionality 

A number of current architectures are compared to the proposed architecture. Following are a few 
potential outcomes of the suggested architecture based on the comparative study: 

 The usage of public key cryptography and biometric authentication reduce the 
vulnerability of cloud computing to security and privacy attacks. 

 The architecture is appropriate for end devices with limited resources employed in a cloud 
computing environment since it does not require intensive data processing, an exponential 
computation process for authentication, or additional workloads like password changes. 

 The failure of a dependable third-party server is the cause of the delay introduced in the 
earlier works. 

 One user agent can only have one account for a variety of cloud application services, 
eliminating duplicate or fictitious user accounts at the cloud. Users and cloud services 
have a one-to-one relationship. 

 The cloud-based data is not lost if the user's smart card is lost thanks to the biometric 
technique; the user can modify their fingerprint preference in the RVS by entering a secure 
password. 

 The user can quickly modify their preferred finger number by sending an email to RVS 
with his password. 

 Because RVS does not always require user identification, the computational cost is 
reduced. 
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 A hacker trying to replicate the fingerprint utilizing mark tracked print is unable to access 
the services through mutual authentication as OTP is only provided to registered users' 
devices. 

 By using the status bit, malevolent users are prevented from repeatedly logging in using 
the same user credentials, which reduces the risk of a DOS attack. 

5.1 Comparative Analysis with Previous Security Models 

Comparison Parameters 
[23] 
Park N. 
at. al. 

[24] 
T.D.P. 
Bai 

[25]  
B.B.Gupta 

Proposed 
Model 

Authorization Method Used 
eID 
Smart 
Card 

Smart 
Card 

Smart Card Biometric 

Technology Used 
PACE & 
EAC 
Protocol 

ECC OTP Fingerprint 

Number of Hash Operations 6 2 4 5 

Complicated modular or exponential 
operations 

No Yes No Yes 

User-chosen credentials No No Yes Yes 

Registration Entity participation in each 
session 

No Yes No No 

Preventing fraudulent users from signing 
in repeatedly using the same credentials 

Yes No Yes Yes 

Table 2: Comparison with other related schemes 
5.2 Biometric Type Comparison 

Following a review of a large number of research papers and materials, assessments are done 
based on a number of different areas of this subject, such as the identifying biometrics employed, 
biometric characteristics, physical attributes, technological features, assessment and other factors. 

 
Table 3 - Using the features of biometric entities, a comparison of biometric types is made. 
According to the traits of the biometric entities, Table 1 compares various kinds of biometrics. 
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Below is a detailed explanation of each phrase used: 

 Uniqueness: Every individual needs to have several traits that set them apart from other 
people.  

 Complexity: The biometric shall grow largely stable after some time.  

 Universality: Population distribution is universality. Each individual ought to possess 
their own biometric trait. 

 Quantifiability: Measurable with simple technological resources. As a result, extraction 
is easy. 

 Comparison: Compares the uniformity of two models, one of which is being saved and 
the other of which is a living model. 

 Collect capacity: The efficiency with which data may be gathered and evaluated 

 Performance: accuracy, quickness, and stability 

 Acceptability: How well the system is received by users, taking into account cultural 
influences. 

 Cost: The cost of using a biometric kind of identification. 

 Use: The global adoption of biometrics 

The table 3 contrasts a few of the biometric systems now in use in terms of accuracy, price, the 
number of devices needed, and social acceptability. The tables below show that fingerprint has a 
nice balance in regards to everything. 

 
Table 4 - Comparison of Different Biometric 
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5.3 Pros and Cons of Various Biometric Authentication Schemes: 

The technology known as biometrics is used to measure and analyse human features such as 
DNA, fingerprints, iris patterns, and facial recognition. Biometrics is a special way of identifying 
features for security purposes in a different way than a standard password or security code. In the 
table given below (Table 3) some advantages (Pros) and disadvantages (Cons) of various 
biometric authentication schemes are given. 

 

Table 5 – Summary of Biometric Authentication Schemes in the Cloud 
 

6. Conclusion 

Providers of cloud computing services are scattered over the market and expanding swiftly in 
order to offer customers with the conveniences of adequate resource computation and storage. 
This study uses fingerprint-based authentication in particular to discuss the history of achieving 
cloud computing security through biometric techniques. According to the architecture that has 
been built, it is possible to reduce security assaults that have happened in cloud computing and 
get rid of fake accounts by exhibiting fingerprint-based authentication throughout the registration 
process. Users of end devices with restricted resources can be encouraged to access cloud services 
because the suggested algorithm uses several cloud application services and provides a single 
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SSO login. However, since consumers may place their fingerprints on any object and offenders 
can use that surface for authentication, fingerprint-based authentication solutions still have a 
vulnerability. By including the finger's pulse rate, a security problem can be fixed. Performance 
study using AVISPA and framework installation in the future could be used to validate the 
suggested architecture. 
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