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Abstract: Node failure in Wireless Sensor Networks (WSNs) is common, which might occur due 
to internal or external faults. But existing fault tolerance models are either highly complex, or 
showcase lower efficiency when applied to real-time scenarios. To overcome these issues, this 
paper proposes an efficient high-trust model for improving network communication consistency 
through incremental bio-inspired optimizations. The model is designed to address the challenges 
of maintaining consistent and reliable network communication in the presence of network 
failures, malicious attacks, and other unforeseen events that can disrupt network operations. The 
proposed model utilizes Grey Wolf Optimization (GWO) & Antlion Optimization (ALO) 
techniques to incrementally optimize network communication parameters and configurations in 
response to changing network conditions. The model's effectiveness is evaluated through 
simulations that demonstrate its ability to maintain consistent network communication and 
mitigate the impact of network failures and malicious attacks. The results of the simulations show 
that the proposed model improves network communication consistency while reducing the 
overall network downtime and increasing its trustworthiness. The high-trust model presented in 
this paper has significant implications for network communication in critical infrastructure 
systems, such as healthcare, transportation, and energy, where reliable and consistent network 
communication is essential under real-time scenarios. 
Keywords: Trust, Fault, Bioinspired, Grey, Wolf, Antlion, Optimizations 
 
Introduction 
Maintaining a consistent level of network communication is essential to ensuring that today's 
communication systems continue to function in a dependable and effective manner. On the other 
hand, keeping network communication continuous is becoming more difficult as a result of the 
increasing complexity of network infrastructures, the increase in the number of cyber dangers 
and assaults, and the unpredictability of network events [1, 2, 3]. Traditional methods of network 
optimization and management are frequently insufficient to adequately address these challenges 
because they have a restricted capacity to adapt to shifting network conditions and are vulnerable 
to malicious attacks. More advanced methods of network optimization and management have the 
potential to overcome these limitations via use of Trust Aware Network Slices (TANS) [4, 5, 6]. 
In recent years, bio-inspired optimization approaches have surfaced as an intriguing new strategy 
that carries the potential to improve the consistency of network communications via use of 
Multifaceted Trust Management (MTM) [7, 8, 9]. In order to maximise network characteristics 
and configurations, these methods take their cues from natural occurrences such as ant colonies, 
genetic algorithms, and particle swarms. Techniques of optimization that are inspired by 
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biological processes are particularly well-suited for the task of addressing the challenges 
associated with maintaining consistent network communication because of their ability to adapt 
to shifting network conditions and provide solutions that are both robust and resistant to attacks 
[10, 11, 12]. 
The purpose of this article is to suggest an effective high-trust model for the purpose of increasing 
the consistency of network communication through progressive bio-inspired optimizations. In 
order to maximise network communication parameters and configurations in reaction to shifting 
network circumstances, the model makes use of optimization techniques that are influenced by 
biological systems. Simulations are used to evaluate the suggested model. These simulations 
demonstrate the model's capacity to maintain continuous network communication as well as 
minimise the effect of malevolent assaults and breakdowns in the network scenarios. 
The remaining parts of the document are organised as described below. In Section 2, a synopsis 
of related work is presented, focusing on bio-inspired optimization approaches and network 
optimization. In Section 3, we will discuss the high-trust paradigm that has been suggested for 
the purpose of making network communication more consistent. The findings of the experiment 
are presented in Section 4 for different use cases. The last part of the article, Section 5, provides 
a conclusion and addresses prospective recommendations for further improvements. 
 
Literature Review 
The development of trust models is an essential component in achieving greater consistency in 
network communications [13, 14, 15]. They make it possible to evaluate and build confidence 
between the various organisations that are part of a network by providing a mechanism for doing 
so. In this overview of the relevant literature, we are going to talk about the various trust models 
that have been suggested to enhance the consistency of network communications [16, 17, 18]. 
In the realm of network communication, one of the trust models that sees the most widespread 
application is the reputation-based trust models &Deep Reinforcement Learning (DRL) [19, 20]. 
In order to build confidence between the various organisations that make up a network, it uses 
the idea of reputation as its foundation. In this paradigm, every object keeps a number that is 
dependent on its reputation relative to its previous actions [21, 22, 23]. After that, the reputation 
number is used to establish the trustworthiness of the person in subsequent interactions with other 
people. This approach has been implemented in a variety of different applications, such as peer-
to-peer networks, social networking, and online shopping scenarios [24, 25, 26]. 
Establishing confidence between organisations in a network can also be done with the help of 
another well-known trust model, which is called the Web of confidence models [27, 28, 29]. This 
paradigm is predicated on the idea of a web of confidence, in which every entity in the network 
is connected to a network of other entities that can be trusted. When two entities communicate 
with one another, they have the opportunity to establish confidence by independently confirming 
the identities of the other entity through their respective networks of trustworthy entities. This 
paradigm is utilised in the majority of email correspondence systems in addition to certain peer-
to-peer networking systems [30, 31, 32]. 
The certificate-based trust model is a model of confidence that is utilised frequently in the context 
of ensuring the safety of communications conducted via the internet. Under this configuration, 
each entity in the network is given a digital certificate that includes a copy of its public keys [33]. 
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The digital certificate is then used to establish the identification of the organization, guarantee 
the communication's integrity, and keep the content of the conversation confidential. This 
approach is widely utilised in a wide variety of applications, including private email 
correspondence, online shopping, and online banking scenarios. 
The Trust Propagation model is a trust model that is founded on the idea of spreading confidence 
throughout a network. It is also known as the confidence Chain models [30, 31, 32]. In this 
paradigm, confidence is transferred along a network of intermediary entities, beginning with 
entities that are already considered trustworthy and ending with entities that are not yet considered 
trustworthy. This paradigm is frequently utilised in peer-to-peer networks, which are 
characterised by the transmission of confidence from trustworthy nodes to unverified nodes via 
a series of intermediary nodes [28, 29, 30]. 
It is possible to enhance the consistency of network communication by using a trust model known 
as the Hybrid Trust model, which incorporates several different trust models. This approach 
establishes confidence between organisations in the network through a combination of reputation-
based trust, certificate-based trust, and a web of trust. This model is frequently used in 
applications where it is necessary to establish confidence using a combination of different trust 
models, such as when conducting private correspondence over the internet for different scenarios 
[31, 32]. 
The development of trust models is an essential component in achieving greater consistency in 
network communication. When it comes to establishing confidence between organisations in a 
network, numerous trust models have been suggested, and each one has seen use in a specific 
application. There are many different types of trust models, but some of the most common ones 
are reputation-based trust, web of trust, certificate-based trust, trust transmission, and blended 
trust models [24, 25, 26]. The particular specifications of the application and the characteristics 
of the network should both be taken into consideration when choosing a confidence model for 
real-time scenarios. Work in [34, 35] further propose use of bioinspired models for optimization 
of different networks under multiple attack types. 
 Design of the proposed dual-Bioinspired Low-complexity data Mining engine for 
automatic Cluster analysis via Ensemble learning operations 
After referring to the review of existing trust-based models used to secure network 
communications under faults, it can be observed that these models are either highly complex, or 
showcase lower efficiency when applied to real-time scenarios.  
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Figure 1. Design of the proposed trust-model for improving network performance under faults 

To overcome these issues, this section proposes design of an efficient high-trust model for 
improving network communication consistency through incremental bio-inspired optimizations. 
From figure 1, it can be observed that the model is designed to address the challenges of 
maintaining consistent and reliable network communication in the presence of network failures, 
malicious attacks, and other unforeseen events that can disrupt network operations. The proposed 
model utilizes Grey Wolf Optimization (GWO) & Antlion Optimization (ALO) techniques to 
incrementally optimize network communication parameters and configurations in response to 
changing network conditions. 
Based on the flow of proposed model, it can be observed that the model initially collects network 
information sets including bandwidth, received signal strength indicator, previous 
communication information, etc. And fuses it with node-level information sets including node 
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locations, temporal Packet Delivery Ratio (PDR), throughput, residual & consumed energy, etc. 
This data is collected for each node under normal & fault conditions. After collection of these 
data samples, a Trust Score (TS) is estimated for each node via equation 1, 

𝑇𝐿(𝑁, 𝐹) =

𝐷(𝑁)
𝐷(𝐹)

+
𝐸(𝑁)
𝐸(𝐹)

+
𝑇(𝐹)
𝑇(𝑁)

+
𝑃𝐷𝑅(𝐹)
𝑃𝐷𝑅(𝑁)

4
… (1) 

Where, D,E T & PDR are the temporal communication delays, communication energy levels, 
temporal throughput levels, and temporal packet delivery ratios for previous N normal 
communications, and F faulty communications. The delay is estimated via equation 2, 

𝐷(𝑁) =
∑ 𝑡 − 𝑡

𝑁
… (2) 

Where, t_start&t_complete represents the start & completion timestamps of communications. 
Similarly, the energy, throughput and PDR levels are estimated via equations 3, 4 & 5 as follows, 

𝐸(𝑁) =
∑ 𝐸 − 𝐸

𝑁
… (3) 

𝑇(𝑁) =
𝑅𝑥(𝑃)

𝑁 ∗ 𝐷(𝑁)
… (4) 

𝑃𝐷𝑅(𝑁) =
𝑅𝑥(𝑃)

𝑇𝑥(𝑃) ∗ 𝑁
… (5) 

Where, E_start&E_complete are initial and completion residual energy levels for the nodes 
during different communications, while Tx & Rx represents total number of transmitted & 
received packets during these communications. Based on these evaluations, a trust threshold is 
estimated via equation 6 as follows, 

𝑇 =
𝑇𝐿(𝑖, 𝑗)

𝑁 ∗ 𝐹
… (6) 

Nodes with TL(N,F)>T_th are used for further routing operations, while other nodes are 
discarded for the current routing process. To further assist in selection of nodes for routing data 
between a given pair of src & dest nodes, a Grey Wolf Optimization (GWO) based model is used, 
which works as per the following process, 
 Initially, a set of NW different Wolves are generated by selecting multiple nodes between 
source & destination nodes via equation 7, 

𝑁 = 𝑆𝑇𝑂𝐶𝐻 1, 𝑁(𝑇) … (7) 

Where, N(T) represents number of trusted nodes, while STOCH represents a stochastic process 
for generation of number sets.  
 A set of nodes that satisfy equation 8 are continuously selected till destination node is 
reached, which generates one set of Wolf configurations. 

𝑑(𝑠𝑟𝑐, 𝑁) < 𝑑(𝑠𝑟𝑐, 𝑑𝑒𝑠𝑡)& 𝑑(𝑁, 𝑑𝑒𝑠𝑡) < 𝑑(𝑠𝑟𝑐, 𝑑𝑒𝑠𝑡) … (8) 
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Where, 𝑑(𝑖, 𝑗) is distance between nodes 𝑖 & 𝑗, and is estimated via equation 9, 
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𝑑(𝑖, 𝑗) = 𝑥 − 𝑥 + 𝑦 − 𝑦 … (9) 

 Similarly, a set of 𝑁𝑊 such Wolves are generated, and their fitness is estimated via equation 
10 as follows, 

𝑓𝑤 =
𝑇𝐿(𝑁, 𝐹)

𝑁
… (10) 

Where, 𝑁  represents total number of nodes selected during the routing process. 

 After generation of 𝑁𝑊 different Wolf configurations, a fitness threshold is calculated via 
equation 11, 

𝑓 =
∑ 𝑓𝑤 ∗ 𝐿𝑊

𝑁𝑊
… (11) 

Where, 𝐿𝑊  represents learning rate for the 𝑖  Wolf, and is updated in each set of iterations. 

 Wolves with 𝑓𝑤 > 2𝑓  are marked as ‘Alpha’, and their configurations are kept unchanged 
during current set of iterations. 

 Wolves with 𝑓𝑤 > 𝑓  are marked as ‘Beta’, and their learning rate is modified as per 
equation 12, 

𝐿𝑊(𝑁𝑒𝑤) = 𝐿𝑊(𝑂𝑙𝑑) +
𝑀𝑎𝑥(𝐿𝑊)

∑ 𝐿𝑊
… (12) 

 Wolves with 𝑓𝑤 <  are marked as ‘Gamma’, and their learning rate is modified as per 

equation 13, 

𝐿𝑊(𝑁𝑒𝑤) = 𝐿𝑊(𝑂𝑙𝑑) +
𝐿𝑊(𝐵𝑒𝑡𝑎)

∑ 𝐿𝑊
… (13) 

 All other Wolves are marked as ‘Delta’, and their learning rate is modified as per equation 
14, 

𝐿𝑊(𝑁𝑒𝑤) = 𝐿𝑊(𝑂𝑙𝑑) +
𝐿𝑊(𝐺𝑎𝑚𝑚𝑎)

∑ 𝐿𝑊
… (14) 

 For each pair of source & destination, this process is continued for 𝑁𝐼 iterations. 

After completion of all iterations, node configurations that satisfy equation 15 are marked as 
initial routing configurations. 

𝑅𝐶 = 𝑅𝐶 … (15) 

Where, 𝑅𝐶 represents the routing configuration which was stochastically generated by different 
Wolf particles. These routes are further optimized via an Ant Lion Optimizer (ALO), which 
assists in identification of fault-tolerant routes. The ALO Model works as per the following 
process, 

 From the set of GWO routes, stochastically select a route via equation 16, 
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𝑆𝑅 = 𝑆𝑇𝑂𝐶𝐻 1, 𝑁(𝑅𝐶) … (16) 

Where, 𝑆𝑅 is the selected route, while 𝑁(𝑅𝐶) are the number of routing configurations selected 
by the GWO process. 

 For the selected routes, inject 𝑁(𝐹)dummy node-level faults, and estimate Ant Fitness (𝑓𝑎) 
via equation 17, 

𝑓𝑎 =
𝑇𝐿(𝑁, 𝐹)

𝑁(𝐹)
∗

𝑀𝑎𝑥(𝐷)

𝐷
+

𝑀𝑎𝑥(𝐸)

𝐸
+

𝑃𝐷𝑅

𝑀𝑎𝑥(𝑃𝐷𝑅)
+

𝑇𝐻𝑅

𝑀𝑎𝑥(𝑇𝐻𝑅)

( )

… (17) 

 A set of 𝑁𝐴 such Ants are generated, and a fitness threshold is estimated via equation 18, 

𝑓 =
1

𝑁𝐴
𝑓𝑎 ∗ 𝐿𝑅 … (18) 

Where, 𝐿𝑅 represents Learning Rate of the Ants. 

 After generation of 𝑁𝐴 such particles, Ants with 𝑓𝑎 > 𝑓  are passed directly to the next 
iteration, while other Ants are discarded and new Ants are generated via equations 16 & 17 
for the next set of iterations. 

 This process is repeated for 𝑁𝐼 iterations, and new Ants are generated & configured for each 
of these iterations. 

After completion of all iterations, Ants with highest fitness levels are selected, and their node 
configurations are used for the routing process. Due to these operations the model is capable of 
selecting routes with high trust levels. To validate the performance of this model, it was simulated 
under different fault conditions in the next section of this text. 

1. Result evaluation and comparative analysis with existing techniques 

The proposed model utilizes Grey Wolf Optimization (GWO) & Antlion Optimization (ALO) 
techniques to incrementally optimize network communication parameters and configurations in 
response to changing network conditions.These network conditions can be observed as follows, 

Total Communication Nodes: 10k 

Communication Size: 1k bytes per set of communications 

Energy Model: 𝑇𝐸 = 2 𝑚𝐽, 𝑅𝐸 = 1𝑚𝐽, 𝐼𝑑𝑙𝑒𝐸 = 0.0005 𝑚𝐽 

Where, 𝑇𝐸, 𝑅𝐸 & 𝐼𝑑𝑙𝑒𝐸 represents the energy needed for transmission, energy needed for 
reception and idle energy of the communicationnodes. These setups were used to create a 
collection of 1.25 million block addition requests, 20% of which were stochastically transformed 
into fault requests. These flaws include communication, source, and destination defects. The 
average communication delay (D), average energy required for communication (E), speed 
received during communication (T), and packet delivery ratio (PDR) were assessed while 
carrying out these defects for various numbers of communication requests. (NC). This 
performance was contrasted with three newly suggested optimization models for wireless 
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installations, TANS [4], MTM [8], and DRL [22]. Table 1 provides the following information 
about the transmission latency based on these strategies, 

NC D (s) 

TANS [4] 

D (s) 

MTM [8] 

D (s) 

DRL [22] 

D (s) 

HTM NCB 

125k 4.02 4.43 4.62 1.83 

187k 4.76 5.24 5.47 2.16 

250k 5.50 6.05 6.32 2.50 

375k 6.22 6.84 7.14 2.82 

500k 6.91 7.60 7.93 3.14 

625k 7.60 8.37 8.72 3.45 

750k 8.30 9.15 9.53 3.78 

1M 9.02 9.94 10.35 4.10 

1.25M 9.75 10.73 11.18 4.43 

Table 1. Average communication delay under 20% faults 

According to this assessment and figure 2, it was found that the suggested model can increase 
communication speed under heavy communication demand by 15.4% compared to TANS [4], 
16.4% compared to MTM [8], and 18.5% compared to DRL [22]. The use of temporal 
communication delay through GWO improvements and the use of delay measures during node 
selection through ALO operations both contribute to an increase in communication performance. 
Because of this, the model can be used in situations involving high-speed cellular networks. 



ISSN:2153-182X, E-ISSN: 2153-1838
Vol. 17 No. 02 (2023) 

 

 
 
 
 

 
9306  

 

Figure 2. Average communication delay under different faults 

Similarly, the energy needed for these communication operations can be observed from table 2 
as follows, 

NC E (mJ) 

TANS [4] 

E (mJ) 

MTM [8] 

E (mJ) 

DRL [22] 

E (mJ) 

HTM NCB 

125k 50.33 47.90 44.51 22.84 

187k 52.78 50.24 46.68 23.95 

250k 55.40 52.73 48.99 25.14 

375k 58.17 55.37 51.43 26.40 

500k 60.92 57.98 53.85 27.64 

625k 63.59 60.51 56.21 28.85 

750k 66.18 62.98 58.50 30.03 

0 2 4 6 8 10 12
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1M 68.73 65.40 60.76 31.19 

1.25M 71.32 67.86 63.05 32.36 

Table 2. Average communication energy under 20% faults 

Based on this evaluation and Figure 3, it was determined that the proposed model can increase 
the communication lifetime by 29.5% compared to TANS [4], 24.9% compared to MTM [8], and 
24.5% compared to DRL [22] for a significant number of communication requests. This energy 
consumption is optimised by utilising temporal communication energy during GWO 
optimizations and residual energy metrics during node selection via ALO operations. Due to this, 
the model is deployable in scenarios involving high-lifetime wireless networks. 

 

Figure 3. Average communication energy under different faults 

Similarly, the throughput needed for these communications is tabulated in table 3 as follows, 

NC Thr. (kbps) 

TANS [4] 

Thr. (kbps) 

MTM [8] 

Thr. (kbps) 

DRL [22] 

Thr. (kbps) 

HTM NCB 

125k 2594.3 1866.9 2861.8 4850.2 

187k 2618.1 1884.1 2888.0 4894.7 

250k 2641.0 1900.6 2913.3 4937.5 

375k 2665.8 1918.4 2940.7 4983.9 

500k 2691.7 1937.1 2969.3 5032.4 

0
10
20
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40
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80
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625k 2717.7 1955.8 2997.9 5080.9 

750k 2742.8 1973.9 3025.7 5127.9 

1M 2767.4 1991.6 3052.8 5174.0 

1.25M 2791.6 2009.1 3079.6 5219.3 

Table 3. Average throughput under 20% faults 

Based on the results of the assessment and the data presented in Figure 4, it was determined that 
the suggested model increases communication speed by 18.5% compared to TANS [4], 23.4% 
compared to MTM [8], and 16.5% compared to DRL [22] when dealing with a high number of 
communication requests. The utilisation of temporal data rate via GWO improvements and the 
utilisation of throughput measures while selecting nodes via ALO operations both contribute to 
the enhancement of communication throughput. This allows the model to be used in real-world 
situations where cellular transmission rates are extremely high for different scenarios. 

 

Figure 4. Average throughput under different faults 

Similarly, the PDR can be observed from table 4 as follows, 

NC PDR (%) 

TANS [4] 

PDR (%) 

MTM [8] 

PDR (%) 

DRL [22] 

PDR (%) 

HTM NCB 

125k 94.4 91.0 82.9 97.9 

0 1000 2000 3000 4000 5000 6000
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187k 94.5 91.1 83.0 98.0 

250k 94.6 91.2 83.1 98.1 

375k 94.7 91.3 83.1 98.2 

500k 94.8 91.4 83.2 98.3 

625k 94.9 91.5 83.3 98.4 

750k 95.0 91.6 83.4 98.5 

1M 95.1 91.7 83.5 98.6 

1.25M 95.1 91.8 83.5 98.7 

Table 4. Average PDR under 20% faults 

According to this assessment and figure 5, it was discovered that the suggested model is able to 
enhance the communication PDR by 3.5% when compared with TANS [4], 5.9% when compared 
with MTM [8], and 15.4% when compared with DRL [22] under conditions involving a large 
number of communication requests. The effectiveness of this communication has been enhanced 
as a result of the utilisation of temporal PDR through GWO optimizations and the utilisation of 
PDR measures during the selection of nodes through ALO operations. Because of this, the device 
is suitable for use in high packet delivery ratio (PDR) cellular network situations. 

 

Figure 5. Average PDR under different faults 

Based on these analyses, it can be seen that the suggested model, when compared to current 
models, was able to increase communication speed, decrease communication energy, while 
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increasing capacity and packet distribution effectiveness. Because of this, a variety of wireless 
rollout situations can use the suggested GWO-based QoS-aware operations & ALO-based fault-
aware node selection process. 

2. Conclusions & Future Scopes 

The proposed model utilizes Grey Wolf Optimization (GWO) & Antlion Optimization (ALO) 
techniques to incrementally optimize network communication parameters and configurations in 
response to changing network conditions. According to evaluation of delay, it was found that the 
suggested model can increase communication speed under heavy communication demand by 
15.4% compared to TANS [4], 16.4% compared to MTM [8], and 18.5% compared to DRL [22]. 
The use of temporal communication delay through GWO improvements and the use of delay 
measures during node selection through ALO operations both contribute to an increase in 
communication performance. Because of this, the model can be used in situations involving high-
speed cellular networks.Based on evaluation of energy levels, it was determined that the proposed 
model can increase the communication lifetime by 29.5% compared to TANS [4], 24.9% 
compared to MTM [8], and 24.5% compared to DRL [22] for a significant number of 
communication requests. This energy consumption is optimised by utilising temporal 
communication energy during GWO optimizations and residual energy metrics during node 
selection via ALO operations. Due to this, the model is deployable in scenarios involving high-
lifetime wireless networks. 

Upon assessment of throughput levels, it was determined that the suggested model increases 
communication speed by 18.5% compared to TANS [4], 23.4% compared to MTM [8], and 
16.5% compared to DRL [22] when dealing with a high number of communication requests. The 
utilisation of temporal data rate via GWO improvements and the utilisation of throughput 
measures while selecting nodes via ALO operations both contribute to the enhancement of 
communication throughput. This allows the model to be used in real-world situations where 
cellular transmission rates are extremely high for different scenarios. In terms of packet delivery 
performance, it was discovered that the suggested model is able to enhance the communication 
PDR by 3.5% when compared with TANS [4], 5.9% when compared with MTM [8], and 15.4% 
when compared with DRL [22] under conditions involving a large number of communication 
requests. The effectiveness of this communication has been enhanced as a result of the utilisation 
of temporal PDR through GWO optimizations and the utilisation of PDR measures during the 
selection of nodes through ALO operations. Because of this, the device is suitable for use in high 
packet delivery ratio (PDR) cellular network situations. Based on these analyses, it can be seen 
that the suggested model, when compared to current models, was able to increase communication 
speed, decrease communication energy, while increasing capacity and packet distribution 
effectiveness. Because of this, a variety of wireless rollout situations can use the suggested GWO-
based QoS-aware operations & ALO-based fault-aware node selection process. 

In future, the model must be evaluated for larger number of fault scenarios, and can be extended 
via use of Q-Learning, and Auto Encoders for pre-emptive identification of fault nodes. This 
performance can also be improved via use of low complexity autoregressive models that can 
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assist in enhancing fault detection performance under large number of nodes & network 
configurations. 
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