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ABSTACT:  
Recently, Distributed Denial of Service (DDoS) attack has become a crucial warning to network 
privacy and defending against DDoS attack is a hot research area among industry and academia. 
Various methodologies have been developed so far to identify the attacks and to mitigate the 
consequences they result. But still now, a plethora of techniques cannot provide 
effectiveidentification accuracy owing to the small number of false alarms. Such problems can 
be encountered easily through deep learning advancements as they are accurate and efficacious 
algorithm to discriminate genuine and threaten data. Here, an optimized deep learning approach 
named Velocity Contour based Remora Optimization (VCROA)-Deep Neuro Fuzzy network 
(DNFN) is introduced for DDoS attack identification in MapReduce framework, a big data 
approach. Here, the optimal features are effectively selected utilizing VCROA. Furthermore, the 
DDoS attack is identified accurately with the utilization of DNFN and the weights are finely 
adjusted based on VCROA, which is a consolidation of velocity contour based concept into 
Remora Optimization Algorithm (ROA). The proposed VCROA-DNFN for DDoS attack 
detection has gained maximum precision, recall and F-measure of 91.10%, 93.70%, and 91.70%. 
Keywords: Distributed Denial of Service (DDoS), MapReduce, Intrusion Detection System 
(IDS), Deep Neuro Fuzzy Network (DNFN), Velocity Contour based Remora Optimization 
Algorithm (VC-ROA). 

1. Introduction 
With the quick progress of network-based services and confidential data on networks, network 
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security is becoming very essential. Intrusion detection techniques [29] are the penultimate kind 
against system attacks, such as firewalls and personal screening. Despite the number of intrusion 
prevention techniques available in the recent era, preventing the systems from attacks face 
number of challenging issues. Hence, Intrusion Detection Systems (IDSs) serves a crucial role in 
network security [14] [30]. Network security is extensively used in fields, like personal computer 
users, military and organizations. With the emergence of internet, privacy became a huge 
limitation and this enables a good comprehend of the occurrence of privacy advancement. By 
understanding the attack methods enable an appropriate security technique [15]. Network 
security includes the regulations and policies acquired by a network manager to protect and 
observe illegitimate authorization. In general, security includes the authorization to information 
in a network.. It has become more significant to system users and organizations. If this 
authorized, a firewall forces to allow policies like what services are enabled to be authorized for 
network users. Thus to protect illegitimate access to system, this element failed to ensure the 
dangerous content like computer worms or Trojans being broadcasted over the network. 
Antivirus software or IDS assists to identify the attacks [16]. 
Network Intrusion Detection Systems (NIDSs) are significant components for network system 
managements to identify different security malwares available inside an institution’s network. 
An NIDS monitors the traffic entry or exit from the elements of an institution and alerts the 
system if an intrusion is detected. There commonly occur two challenges while framing an 
effectual NIDS for detection of unknown attacks. At first, appropriate feature selection from 
network dataset for malware detection are quite difficult. Secondly, the absence of labeled traffic 
dataset from original networks is a major concern for establishing an NIDS [17] [21]. The 
methodologies for intrusion detection serve a significant part in security by finding and protecting 
the malwares. Owing to the complicated background, the intrusion samples are engulfed into a 
huge amount of actual samplesthat results in inadequate samples for training model and 
identification outcomes with maximum false detection rate. With the tremendous growth of 
internet advancement, it has been considered as a pre-requisite component for people’s routine 
life and widely varied the lifestyle of mankind. Nowadays, different network attack techniques 
are continuously upgraded, the level of influence is increasing, frequency of attacks is 
maximizing and privacy issues are also increasing. The primaryjob of intrusion detection is to 
identify the doubtful malwares and to take proper steps to prevent the network from such attacks 
thereby reducing the economic losses. Network intrusion detection has become a significant 
research content in the arena of network security [18] [22]. 
 
 A plethora of deep learning models for intrusion identification have been developed 
so far. In [19], a deep learning technique is developed to identify and protect the DoS-based Hello 
flood attacks on clinical IoT network. The Deep Belief Network (DBN) approach was utilized 
to ensure this kind of malware. The research in [20] utilized Long Short Term Memory (LSTM) 
deep learning approach that can identify DDoS attack in the Software Defined Network (SDN) 
control layer is introduced for the privacy of cloud and fog computing environments. In [11], 
Deep Convolutional Neural Network (DCNN) approach is introduced for the identification of 
DDoS malwares on optical switching network. An intrusion detection model is designed with 
security structure employed combination of Non-symmetric Deep Auto Encoder (NDAE) deep 
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learning model and Random Forest (RF), which is a shallow machine learning technique to 
guarantee the SDN security [12]. Even though the DL algorithms are widely used in various 
applications for NIDS, current investigations have stated that networks are susceptible to 
adversarial exemplars that are conducted by malware agents that provides erroneous results in 
identifying the attacks. The adversarial training can be employed to safeguard the network 
against crucial malwares. Inclusion of adversarial data exemplars into actual database and 
utilizing it in the system training stage is quite common. Generative Adversarial Network (GAN) 
allows producing adversarial exemplars by adversarial training. This GAN characteristic can 
enhance the NIDS performance in identifying the adversarial attacks [3]. 
The prominent contribution of this paper is to model a productive paradigm for DDoS attack 
detection in MapReduce framework using devised VCROA-DNFN. The very initialphase is pre- 
processing of data using missing data imputation by mean substitution. In mapper, appropriate 
features are selected using VCROA. Thereafter, output from all mappers are combined together 
at the reducer phase wherein DDoS attack identification is performed utilizing DNFN. The 
hyperparameters of DNFN are finely tuned based on VCROA that significantlyalleviates the 
time consumption and significantly extends the convergence speed. Nevertheless, VCROA is 
derived by the merging of velocity contour idea into ROA. 
 

 VCROA-DNFN for DDoS attack detection in MapReduce framework: 
Aproductiveframework is developed for DDoS attack identificationutilizing VCROA- DNFN in 
MapReduce framework. Here, feature selection is done by employing newly developed VCROA. 
Moreover, DDoS attack identification is finally conductedutilizing DNFN and this effective 
network is finely tuned based on VCROA. 
 
   The residual of this work is stackedas,Part 2 enumerates the provoking part behind this huge 
research by examining the best and worst of classical works corresponding toDDoS attack 
detection in MapReduce framework. The designed technique for DDoS identificationby 
employing VCROA-DNFN is described in section 3, whereas outcomes are discussed under 
section 4. Finally, the endsegment is interpreted in section 5. 
 Motivation 
This segment enumerates the survey of formermethodologies corresponding to DDoS attack 
detection in MapReduce framework by analyzing the benefits and limitations experienced in 
these novel research papers that provokes the research scholars to develop an innovative 
framework by outperforming the existing models. 

1.1 Literature survey 
Agarwal, A., et al. [1] designed Feature selection-whale optimization algorithm deep neural 
network (FS-WOA–DNN) approach to minimize the DDoS attack. The optimal set of features 
was selected through FS-WOA in order to ease the classification mechanism. After that, the 
chosen features were fed up into the DNN classifier so that the attacks are classified into normal 
and abnormal. Moreover, overall time consumption was very less. This method only detected the 
individual instantiations but failed to detect the novel attacks. Sumathi, S. and Karthikeyan, N, 
[2] modeled a deep learning neural network for DDoS attack detection with less computational 
time and high detection accuracy. The supreme objective of this research was to minimize the 
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classification error and to identify the attack in an effective source. The method was not desirable 
for similar datasets and it failed to deploy the system in real lifecondition. Novaes, M.P., et al. 
[3] devised a Generative Adversarial Network (GAN) framework for detection of DDOS attack 
and applied adversarial training to make the system less prone to adversarial attacks. The results 
proved that the modelhighly identified the common kinds of attacks when compared to classical 
techniques. The designed model achieved superior results against various DDoS attacks in SDN 
background. However, the module failed to recognize and categorize other attacks in a multiclass 
way. 
Cil, A.E., et al. [4] designed a Deep neural network (DNN) for DDoS attack detection over the 
sample of packets observed from network traffic. This model worked easily with maximum 
accuracy even in less number of samples as it consists of feature extraction and categorization 
mechanisms in its framework. This method achieved fast and accurate outcomes in a short time. 
However, it did not able to identify the real-time DDoS attacks.  Mayuranathan, M., et al. [5] 
modeled a technique for DDoS detection named Random Harmony Search-Restricted Boltzmann 
Machines (RHS-RBM). Here, best feature sets were chosen with highrecognition accuracy with 
the help of RHS model. DDoS attack was effectively detected using RBM. This model minimized 
the complexity and made it very simple to interpret. Moreover, it did not use clustering and 
misclassified instance removal techniques. Doriguzzi-Corin, R.,et al. [6] presented a novel model 
called LUCID that employs the characteristics of Convolutional Neural Networks (CNN) to 
classify the traffic flows into benign or malicious attack. This method provided low processing 
overhead and generated traffic observations for online attack identification. Furthermore, the 
designed model was highly desirable for efficient DDoSidentification in resource-constrained 
operational background. However, the model often leads to low detection accuracy. Elsaeidy, 
A.A.,et al.[7]presented a novel method called Restricted Boltzmann machine 
and deep convolutional neural network (RBM+deep CNN) for detection of replay and DDoS 
attack in a real-time smart city platform. It easily distinguished variouskinds of attacks but, it 
unable to perform real-time attack detection. Premkumar, M. and Sundararajan, T.V.P, [8] 
devised a novel lightweight DoS detection model known as Deep Learning-based Defense 
Mechanism (DLDM) to identify and separate the attacks in Data Forwarding Phase (DFP). This 
model effectively achieved high detection rate and was more robust against DoS attacks. The 
designed model was highly independent of network topology. However, the developed approach 
was unable to offer better accuracy. 

1.2 Major Limitations 
The issuesobstructed by formerDDoSidentificationmethodologies are examined as follows, 

 In DDoS attack, different hackers control the sensing of synthetic information in high limit 
trouble the affected person’s ownership or nearby network associates. This kind of malware has 
been performed by utilizing exposures of model with massive amount of inefficient traffic to lie 
in the selected characteristics, such as memory, bandwidth, network processor duration that 
results in crucial intervention to a victim [1]. 

 Among all types of malwares, Denial of Service (DoS) attack accesses the network and it is 
highly complex to control. Thus, prevention of different resources is a burdensome process and 
the identification of attack mechanism is a significant problem in the network [2]. 

 RHS-RBM developed in [5] was very efficient in recognizing the DDoS attack. DoS and DDoS 
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attack remains as a huge challenge to the accessibility. The traditional IDS in cloud area results 
in very poor identification accuracy with maximum computational complexity. 

 Many classical deep learning-based techniques illustrated in the study work are highly resource-
intensive from training point of view and lack the theory for real-time installation [6]. 

 Nowadays smart city is highly based on Internet of Things (IoT) advancements. IoTadvancement 
primarily eases a domain for service automation by means of interventions of dissimilar objects 
through internet backbone. Nevertheless, privacy challenges related with IoT make smart 
structure prone to cyber-attack. 

2. Proposed VCROA-DNFN for DDoS attack detection in MapReduce framework 
The major concern concentrated by different investigators among network is malware that has 
the capability to abandon access to legal consumers. Henceforth, availability of safe network is 
highly necessary to support privacy through internet. The attack has been increased rapidly 
owing to the characteristics, such as easy access and programming knowledge. Among the all 
attacks, DDoS attack exhibits crucial harm to organizations and is very difficult to secure due to 
diverse nature. It makes the services interruptible to legal users. Because of the unpredictable 
nature of hackers, it is very complex to discriminate the malwares and legal network traffic. The 
prominent contribution of this article work is to detect DDoS attack effectively using optimized 
neuro fuzzy network in MapReduce framework. Initially, the input data from log file is acquired 
from the dataset specified in [9] and it is fed up into the pre-processing stage, where missing data 
imputation is carried out to remove the missing data with substituted values using mean 
substitution. The pre-processed data is passed to MapReduceparadigm, which includes number 
of mappers and reducers in the reducer phase. At the mappers, feature selection mechanism is 
conducted utilizing VCROA to choose the appropriate features. Finally, the DDoS attack 
detection is accomplished at the reducer stagebased on DNFN and this efficient classifier is 
trained by VCROA, which is an inclusion of velocity contour based concept into ROA. The 
pictorial illustration of VCROA-DNFN for DDoS attack identification in MapReduceparadigm 
is depicted in figure 1. 
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Velocity contour concept in ROA 
 
 
Attack Genuine 

representation of designed VCROA-DNFN for DDoS attack detection in MapReduce framework 
 

2.1 Acquisition of input data 
The initial step is the acquisition of input data specified in [9] and this repository consists of 
number of data samples, which is expressed in the form as, 
I  d , d ,..d ,.., d  
(1) 
1 2 i j 
 
Here, I indicates the input log file that consists of j number of data samples. Moreover, ith data 
in the repository is signified as di . 

2.2 Data pre-processing by missing data imputation 
Imputation is the mechanism that adds reasonable measures where no one is available. The chief 
contribution of imputation is not just to determine what is lost, but to reconstruct the significant 
characteristics of the database as a whole [24]. Missing at random (MAR) is the widely utilized 
scenario in practice and so far, so many methods have been developed to overcome the MAR 
data gap, such as zero or mean value substitution. The 
di is allowed to pre-processing phase, 

wherein missing data imputation is done using mean value substitution by replacing the missing 
data with the substituted values.The result of pre-processing step is signified as 
 

2.3 MapReduce framework 
Pi . 

 
The MapReduce framework [25] comprises of a single master JobTracker and one slave for per 
cluster-node. The slaves perform the tasks as instructed by the master and offer task-status data 
to the master continuously. At the mapper side, feature selection mechanism is performed at each 
and every mappers using proposed VCROA. The results from all the mappers are aggregated at 
the reducer phase to detect the DDoS attack using same proposed VCROA. 

2.3.1 Mapper stage 
A map factor is performed over single record and creates a set of median records, which are in 
the form of key pairs. There are n amount of mappers and its expression is illustrated as, 
M  M1, M2 ,...Mi ,...,Mn 

 
(2) 
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The input 
Pi having the dimension 

 a is applied over the mapper side, and feature selection 
mechanism is performed at each of the mappers. 
a) Feature selection using proposed VCROA 
It is the technique of choosing the subset of correlated features for utilization in model 
construction. It is very easy to interpretable and provides very short training times. Moreover, it 
significantly  eliminates  the  problem  of  dimensionality.  In  this,  feature  selection  is 
accomplishedby employing VCROA, which is a consolidation of velocity contour based concept 
into ROA. The output attained from ith mapper after feature selection process is denoted as F 
having the dimension   b , where expressed as, 
a  b . The overall output of feature selection process is 
F  F1, F2 ,..Fi ,..., Fn  

(3) 
 
Here, 
Fn represents the features selected by the 

nth mapper and 
Fi is the feature selected by the 

ith mapper. 
(i) Remora position encoding 

The significant use of this encoding is to select appropriate features among the total number of 
features exists. Figure 2 indicates the solution encoding. 
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Figure 2. Solution encoding 

(ii) Finding objectivefactor 
 
The major aim of this is to select the good features for attack detection process and it is evaluated 
with Canberra distance, which is given in the form of expression as, 
 
 

i 
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i 

 
 
Here, 
 

 
D F , E    

i 1 
 
F denotes the selected feature by ith mapper, whereas 
 
 
 
Ei denotes the target feature. 

(4) 
 

(iii) Algorithmic steps 
ROA [10] is a nature-inspired metaheuristic algorithm that mimics the parasitic behavior of 
remora. Remora is a suckfish and it is eminent for its high capability of swimming on whales or 
other marine organisms as hosts. Generally, it has a prolonged body with flat head and its suckers 
are situated at its first dorsal fin. Usually, it is a parasite and it is fully dependent on other 
organisms for survival. When it arrives the sear area in food, it will detached from the host, 
swallow food and will be a new host to other organisms and continue to move to another sea 
zone. This characteristic is mainly because of the escaping nature of remora from enemy's attack. 
Step 1: Initialization 
Consider the remora population in a G search zone with u amount of populations and it is 
expressed by, 
Ru  Ru1 , Ru 2 , ................................................................... , Ruk  

(5) 
 
where, u implies the count of remora and k symbolizes the solution dimension G of remora. The 
remora vector varies with regard to variant sizes. Likewise, expressed as, 
Rbest shows food target and it is 

R  R, R, . , R  
(6) 
 
Step 2: Calibrate fitness factor 
best 1 2 u 
 
The pivotal point of fitness solution is to provide the good features, which is the finest solution 
of the whole algorithm and it is already calculatedbased on Eq. (4). 
Step 3: Exploration stage 
It is significant to reveal that the prominent functionis to find the finest solution. Various kinds 
of marine organisms are just considered as driven constituents to assist remora in determining the 

n

Fi  Ei 

Fi Ei
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optimal position. In this algorithm, two phases are utilized like exploration and exploitation stage. 
Both the stages include two main mechanisms, which is elaborated separately in the below 
section. 

1. Sail Fish (SFO) procedure 
If the remora is dependent to swordfish then, its placeis regarded as being upgraded at the same 
time. According to the supreme idea of this algorithm, the place upgrade is improved and it is 
mathematically derived as follows, 
 

 1   
 R 

 R    

Ru  Rbest   rand 0,1   best rand    Rrand  

(7) 

  2   
 
where, signifies the number of present iterations and maximum count of 
repetitions is implied 
as T . Moreover, 
Rrand 
represents the undistributedplace. The choosing criterion of remora for 
diverse host is highly based on whether it has consumed the food or not or whether current 
objective function achieved is better than that of the earlier function. In general, latest fitness 
value is attained through experience attack. 

2. Experience attack 
To change the host, the tuyu is persistently making a tiny step enclosing the host same to that of 
the agglomeration of experience. The above ideas are mathematically modeled as, 
R  R  R  R 
 rand l 
 
(8) 
att u u pre 
Here, 
Rpre and 

Ratt shows the place of the preceding generation and tentative step, respectively. 

When remora decides to perform such an active movement, it can be referred as “small global 
movement” and thus, rand l was chosen. 
 
Step 4: Exploitation stage 
The nextstageis eat thoughtfully stage, which contains binaryprocesses, like WOA and host 
feedingstrategy. 

1. Whale Optimization Algorithm (WOA) procedure 
According to the WOA, location upgrading expression of remora connected to the whale was 
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T

u u 

refined and it is expressed using below expressions, 
Ru1 
 A  e cos2  R 
 
(9) 
  rand 0,1  1 1 

  1 
  

 
(10) 
 
(11) 
  
  
 
A  Rbest  Ru 

(12) 
 
In a broad solution area, if the remora is on a whale, their place can be referred as the same. Here, 
A is the distance between the hunter and prey,  is an undistributedmeasure that hangs in 
range of  1,1 and deteriorates linearly to  2,  1. 

2. Host feeding 
Host feeding is the subpart of the exploitation procedure. During this step, the dimensional area 
isdeflated to the host area. The mathematical steps of moving on or around the host is stated 
below, 
 
  R  B 
(13) 
B  C  R    R  
 
(14) 
u best 
C  2  S  rand 0,1 S 
 
(15) 
 
   
S  2 1   
max_ iter 
(16) 
  
 
Here, B was employed to express the tiny step of motion which corresponds to volume area S of 

u 

R 
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the host and remora. A remora function  is used to decrease remora’s position. 
3. Velocity-contour based concept 

The update solution is completely depends upon velocity of the remora towards the host. 
According to the velocity of the remora, the idea for remora’s position is mathematically derived 
as follows, 
 
R 1  R  V    R  C 
(17) 
u u best 
 
Here, the volume space S and remora factor  is already expressed in Eq. (16) and Eq. (14). 
Step 5: Termination 
The aforementionedprocedures are circulated over till it touches the satisfied solution for optimal 
set of features. Algorithm 1 mentions the pseudo code of designed VCROA. 
Algorithm 1. Pseudo code of VCROA 
 

SL. No Pseudo code of VCROA 

1 Input: Ru  , A , Rbest   

2 Output: Ru   1 

3 Provoke the memory location Rpre 

4 Provokethe finest solution Rbest 

5 While  Max _ iter do 

6 Evaluate the objective factor using Eq. (4) 

7 Ensure if any candidateexceeds the search zone and discard it 

8 Renew, and S 

9 forindividual remora represented by u do 

10 if Ou  0 then 

11 Renew the placeof dependent whales utilizing Eq. (9) 

12 Else 

13 if Ou  1 then 

14 Update the place of attached sail fishes using Eq. (7) 

15 end if 

16 Initialize one-step prediction utilizing Eq. (8) 

17 Calibrate the value of Ou 

18 If the host is nor replaced, Eq. (13) is used as the host feeding mode for remora 

19 Else 

20 Update the solution of remora based on the velocity contour concept using Eq. (17) 

21 end for 

22 end while 

 
2.3.2 Reducer phase 
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1   p  sv  2o 
  

 

The reduce side is also termed as reducer stage and it is performed to separate pool of median 
records with the same key and creates a group of outcomeattributes. All the results from mappers 
are to reducer phase, whereinDDoS attack identification is effectively executed using DNFN. 

a) DDoS attack detection using DNFN 
The pivotal target ofDDoSis to make the system inexistent and make interruption while 
delivering services to the users with traffic from various sources. The most significant problem 
arises while identifying the DDoS attack is that quick recognition of malicious users aiming to 
deteriorate the network bandwidth of the target model. The database created by a server is 
massive and processing of such huge dataset consumes more amount of time. Hence, there is a 
necessity of a quick parallel processing model with the allocation of good storage for quick 
identification of attacks. Here, the selected feature F is subjected to DNFN, where the DDoS 
attack detection is performed in an efficient way by tuning the hyper parameters of DNFN using 
proposed VCROA. 

b) Architecture of DNFN 
DNFN [13] is the hybrid approach of deep neural network (DNN) and fuzzy logic concept. For 
the efficaciousidentification of attack, DNFN optimizer is utilized. Here, DNN is applied first 
and followed to this DNFN, fuzzy logic is applied to compute the objectives. The important 
parameters of this classifier are consequents and premises. The consequent parameters are 
associated with the defuzzification process [23]. The description of both the functions is stated 
below: 
Each input or output factor is represented to the particular node in network for individual layer. 
Consider, that there are two premises p and q and one consequent r that is expressed in the 
below equation, 
J1,v   Xv por J1,v  Yv2 q, v  1, 2,, 4 

(18) 
 
In the aforementionedexpression, p and q signifies inputs to separate vth entity, X and Y 
represents the antecedent membership parameters. The value of membership is depicted as 
Ji,v . 
The factors are mapped utilizing the bell structure referred as Gaussian membership factors that 
are represented with high value 1 and low value 0. 
 
 Xv 

 p  
1
 

(19) 
where, the membership parameters of the premise are denoted as are the learning parameters 
optimized by VCROA. 
ov , 

sv and tv , respectively that 

The second layer employed for describing the set of rules is called rule base layer. Every node in 
this layer doubles the linguistic variables in order to attain the needs of range of membership. 
The multiplication of membership measures represent firing strength of the rule as mentioned 

v2 
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below, 
J2,v  v  Xv pYv2 q, 

v  1,2 
(20) 
 
The normalization is the third one in which every node calibrates the proportion of firing 
strength of vth rule. 
v shows the weight. The overall outcome of individual rule is then stabilized 
through firing strength of the rule, which is shown as 
 
J3,v 
 
 v 

 
v 

1  2 
 
, v  1,2 
 
(21) 
 
The final one is the defuzzification in which every rule’s consequents are calibrated to point out 
the overall influence over the output. This form is given as, 
J4,v  vZv  v xv p  yvq  zv , v  1,2 

(22) 
 
where, x, y and z are the consequent factors set. The final layer is referred as the summation 
layer that calculates value of the preceding layer results. 

 v Zv 
J5,v   v Zv  
v 
v 

 v v 
(23) 
 
The output gained through DNFN classifier is signified as H . Figure 3 illustrates the basic 
structure of DNFN. 
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Figure 3. Architecture of DNFN 
(i) Optimal tuning of DNFN using proposed VCROA 
Neurons 
 
The parameters o, s and t of DNFN are adjusted using designed VCROA r to achieve the 
accurate detection accuracy. However, VCROA is derived by the addition of velocity contour- 
based idea into the ROA. The algorithmic procedures of VCROA are elaboratedalready under 
segment 3.3.1 a) in a neat manner. 
Remora position encoding 
 
The position encoding is employed to represent the solution vector of a given optimization issue 
in a G space, G  1 . Here,  o, s, t . 
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j

Objective function 
To determine good solution for detection accuracy of DDoS attack, objective function is 
employed and it is showed as the variation among actualoutput and result of DNFN classifier. 
 

  
1 

  2 

 TAout H 
i 1 
(24) 
 
Here, j implies the overall amount of data samples and output of DNFN is referred as H . In 
addition, the targeted outcome is notated as TAout . 

4. Results of VCROA-DNFN 
The outcomes of devised VCROA-DNFN are illustrated in this segment. Moreover, comparative 
table is also studied in this section. 

4.1 Experimental setup 
The VCROA-DNFN is tested in PYTHON tool utilizing PC exhibiting 4GB RAM, 10 OS with 
intel core-i3 processor. 

4.2 Dataset description 
The BoT-IoT dataset [9] was invented by the UNSW Canberra Cyber in the Cyber Range Lab 
based on a realistic network environment. This environment integrates the consolidation of both 
normal and botnet traffic. 

4.3 Evaluation measures 
The performance of VCROA-DNFN is examined utilizing three evaluation metrics, namely 
precision, recall and F-measure. 

4.3.1 Precision 
Precision is stated as the ratio of DDoS attacks among the retrieved attacks in the network. 
 

  
Kp 

Kp  Lp 

 
(25) 
 
where, 
Kp and 

Lp denotes the true and false positive. 

 
4.3.2 Recall 

Recall is described as ratio of DDoS attacks that were restored and it is given by, 
 
  
 

j 
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Here, Ln refers the false negative. 

4.3.3 F-measure 
Kp 

 

 
Kp  Ln 

 
(26) 
It is a term of test's accuracy and it is described as the mean of precision and recall. 

F  measure  2  
 

 
   
 
 
(27) 
 

4.4 Performance evaluation 
Figure 4 interprets performance estimation of VCROA-DNFN in regard of estimation indicators 
by varying the data from 50% to 90% for different iteration hanging from 20 to 100. Figure 4 a) 
deliberates the estimation of devised methodologywith precision. If 90% of data is considered, 
precision achieved by VCROA-DNFN with iteration 20 is 0.879, 40 is 0.891, 60 is 0.901, 80 is 
0.897, and 100 is 0.920. The evaluation of VCROA-DNFN in regard of recall is specified in 
figure 4 b). While elevating the data to 90%, designed strategy outcomes the recall value with 
iteration=20 is 0.875, 40 is 0.897, 60 is 0.892, 80 is 0.897, and 100 is 0.918. Figure 4 c) depicts 
the estimation of F-measure. If 90% data is assumed, F-measure gained by devised technique 
with 20th iteration is 0.869, 40 is 0.895, 60 is 0.883, 80 is 0.890, and 10 is 0.918. 
 

 

 

 

 
(a) (b) 
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(c) 

 
Figure 4. Performance analysis with training data, a) Precision, b) Recall, c) F-measure 

4.5 Comparative methods 
In order to reveal the efficiency of the proposed strategy, it is compared with the existing 
techniques, like FS-WOA-DNN [1], Neural Network [2], GAN [3], and RHS-RBM [4]. 

4.6 Comparative estimation 
This part elaborates the estimation of VCROA-DNFN in accordance to the evaluation indicators 
by varying the datavalueand K-fold. 

4.6.1 Estimation with training data 
Figure 5 symbolizes the evaluation of devised approachin regard of indicators by extending the 
training data. In 5 a), estimation of precision is performed for 90% training data and the precision 
received by devised approach is 0.911 that expresses the evolvement of designed to that of 
classical approaches, namely FS-WOA-DNN is 9.962%, Neural network is 6.663%, GAN is 
3.822%, and RHS-RBM is 2.313%. Similarly, the formerapproachesrevealed the recall value as 
0.894 for FS-WOA-DNN, 0.900 for Neural network, 0.907 for GAN, and 0.916 for RHS-RBM 
depicted in figure 5 b) data=90%. Moreover, gain of devised approach to that of existing 
methodologies is 4.538%, 3.917%, 3.2055, and 2.215%. Figure 5 c) signifies evaluation of 
methodology in regard of F-measure. For data=90%, recall resulted by VCROA-DNN is 0.917, 
while the formermethodologiesyielded the recall as 0.877 for FS-WOA-DNN, 0.896 for Neural 
network, 0.881 for GAN, and 0.892 for RHS-RBM. 
 

 

 

 

 
(a) (b) 
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(c) 

 
Figure 5. Comparative evaluation with data, a) Precision, b) Recall, c) F-measure 

4.6.2 Estimation with K-fold 
Figure 6 displays the estimation of devised model in respect tomeasures by maximizing the K- 
fold from 2 to 6. Figure 6 a) illustrates analysis of VCROA-DNFN in regard of precision. While 
taking the K-fold as 6, precision revealed by VCROA-DNFN is 0.908 that outputs the 
improvement of developed to that of classicalschemes, such as FS-WOA-DNN, Neural network, 
GAN, and RHS-RBM is 6.902%, 5.977%, 3.391%, and 2.7135. Figure 6 b) signifies the 
estimation of recall. If the K-fold is 6, recall gained by VCROA-DNFN is 0.907, 
whileformersystemsreached the recall measure as 0.845, 0.861, 0.877, and 0.876 for FS-WOA- 
DNN, Neural network, GAN, and RHS-RBM. Figure 6 c) illustrates estimation of F-measure. 
When the K-fold is 6, VCROA-DNFN gained the F-measure as 0.916 that expresses the 
evolvement of modeledscheme to that of former models, such as FS-WOA-DNN is 3.917%, 
Neural network is 2.562%, GAN is 2.916%, and RHS-RBM is 3.620%. 
 

 

 

 

 
(a) (b) 
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(c) 

 
Figure 6. Comparative analysis with K-fold value, a) Precision, b) Recall, c) F-measure 

4.7 Algorithmic analysis 
Figure 7 depicts the algorithmic evaluation of VCROA-DNFN with respect to the evaluation 
measures by changing the training data and the techniques considered for comparison are Sail 
Fish Optimizer (SFO) [26] + DNFN, WOA [27] + DNFN, COOT [28] + DNFN and ROA [10] + 
DNFN. Figure 7 a) symbolizes the estimation of VCROA-DNFN to precision. By maximizing 
data as 90%, precision delivered by designed scheme is 0.910 that shows increment to that of 
conventional strategies, named SFO + DNFN is 8.944%, WOA + DNFN is 6.172%, COOT + 
DNFN is 3.810%, and ROA + DNFN is 2.155%. In figure 7 b), recall attained by VCROA- 
DNFN is 0.926. Figure 7 c) represents the estimation of VCROA-DNFN with F-measure. The F- 
measure showed by VCROA+ DNFN while considering the data as 90% is 0.920. 
 

 

 

 

 
(a) (b) 
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(c) 
 
Figure 7. Algorithmic estimation with training data, a) Precision, b) Recall, c) F-measure 

4.8 Comparative discussion 
The discussion of VCROA-DNFN with the conventional approaches is shown in table 1. The 
velocity contour-based approach in ROA effectively increases the detection accuracy and 
decreases the time complexity to a great extent. It is stated that the VCROA-DNFN has 
resultedoutstandingoutputs with precision of 91.10%, recall of 93.70%, and F-measure of 
91.70%. 
 
Table 1. Comparative discussion 
 

 Metrics/Methods FS- 
WOA- DNN 

Neural 
Network 

GAN RHS- RBM VCROA- 
DNFN 

Training 
data=90% 

Precision 82.00% 85.10% 87.60% 89.00% 91.10% 
Recall 89.40% 90.00% 90.70% 91.60% 93.70% 
F-measure 87.70% 89.60% 88.10% 89.20% 91.70% 

K-fold 
value=6 

Precision 84.50% 85.40% 87.70% 88.30% 90.80% 
Recall 84.50% 86.10% 87.70% 87.60% 90.70% 

 F-measure 88.00% 89.20% 88.90% 88.30% 91.60% 
 
 

5. Conclusion 
In recent years, diversekinds of attacks are available that damage the wired and wireless network. 
The wireless network used air as a medium to transmit the network data, where the data services 
to the users is interrupted by variousmodes of attacks in the network model. The most commonly 
known attack that disrupts the services is DDoS attack. The significant parameter in defend 
against attack is the early identification and isolation of network traffic. To put an end to this 
barrier, it needs highly equippeddeep learning networkwith low computational duration, reduced 
false positive and high recognition accuracy.A productive approach is developed in this 
investigation for DDoS attack identification in MapReduce framework using VCROA- 
DNFN.The data is passed for missing data imputation by mean value substitution. The pre- 
processed result is subjected to the MapReduce frameworkand the feature selection is conducted 
at the individual mappers using VCROA and all the outputs are agglomerated at the reducer stage 
in order to conduct the DDoS attack detection using DNFN. Moreover, the DNFN structure is 
finelyadjusted based on VCROA and it is the inclusion of velocity contour based concept into 
ROA. The developed VCROA has outperformed other model with superior results in terms of 
precision, recall and F-measure with the measures of 91.10%, 93.70%, and 91.70%. Although 
the model filled the MAR data gap using mean value substitution at the pre-processing step but, 
such techniques may be inappropriate and may produce erroneous outcome results in loss of 
information. In future, diverse optimization algorithms with supreme principle can be 
incorporated to tune the deep learning algorithms, such that the detection accuracy can be 
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enhanced to a great extent. 
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